Instalasi VPN ITB di Windows 7

1. Download aplikasi OpenVPN dan konfigurasi VPN ITB
http://vpn.itb.ac.id/openvpn/Windows/openvpn-install-2.4.0-1601.exe
http://vpn.itb.ac.id/openvpn/WinVista/config-vista.exe

2. Double click installer openvpn-install-2.4.0-1601.exe dan ikuti petunjuk instalasi
Klik Next pada dialog pembuka seperti berikut :

CpentPM 2,4.0-I1601 Setup = ﬂ

Welcome to the OpenVPN
2.4.0-1601 Setup Wizard

This wizard will guide wou through the installation of
QpenyPM , an Open Source YPH package by James Yonan,

Mote that the Windows version of OpenyPMH will only run on
Windows Vista, or higher.

Cancel

Klik I Agree pada License Agreement untuk melanjutkan instalasi.



OpentPH 2,4.0-I601 Setup = ﬂ

License Agreement

Please review the license kerms before installing OpenyPH
2.4.0-1601,

Press Page Down ko see the resk of the agreement,

Cpen PR (TM) -- An Open Source YPR dasmon i‘
Copyright (C) 2002-2017 OpenyPM Technologies, Inc, <sales@openvpn.net =

This distribution contains multiple components, some

af which Fall under different licenses, By using OpenyPM
ar any of the bundled components enumerated below, ywau
agree ko be bound by the conditions of the license For
each respective component,

OpenyPR trademark. j

If wou accept the kerms of the agreement, click. I Agree to conkinue, You rmusk accepk the
agreement ko install OpenyPM 2.4.0-1601.

< Back

Zancel |

Biarkan ceklis dalam keadaan default seperti gambar berikut :

OpentPH 2,4.0-I601 Setup = ﬂ

Choose Components

Choose which features of OpenyPM 2.4.0-1601 yvou want ko
install,

Select the components to installfupgrade. Stop any CpenyPh processes or the OpenyPh
service iF it is running, All DLLs are installed locally,

Select components ba inskall;

CipentPM User-5pace Components
OpenyPI Service
TAP Wirtual Ethernet Adapter
OpenyPH GUI
|:| CpendPM RS4A Certificate Management Scripks
- [v] Advanced

Description
Space required: 11.6M6

< Back | Mext > | Zancel

Pilih Destination Folder, biarkan secara default : Windows 7 64 bit akan menginstal aplikasi
di C:\Program Files\OpenVPN, sementara di windows 32bit akan menginstal aplikasi
OpenVPN di C:\Program Files (x86)\OpenVPN, lalu klik Install



CopenzavmSme o] x]

Choose Install Location
o PE N Choose the Folder in which ko install OpenyPM 2.4.0-1601,

Setup will install OpendPM 2.4,0-1601 in the following Folder. To install in a different Folder,
click, Browwse and select another Falder, Click Install ko skart the installation,

Destination Folder

' Program Files\OpenyPh Browse, .,

Space required: 11.6M6
Space available: 275.4GE

Mullsaft Inskall Swskem w2, 46-101

< Back I Install I Zancel |

Biarkan dialog instalasi berjalan hingga selesai

; ol
Installing
o PE N Please wait while OpenvPM 2,4.0-1601 is being installed,

Stopping OpenyPM automatic service {may Fail if not found)...

Removing any previous Openy'PN interactive service. ..
Stopping OpendPM automatic service {may Fail if not found)...

The service name is invalid,

Mare help is available by typing MET HELPMSG 2185,

Mullsaft Inskall Svskem w2, 46-101

< Back Mexk = Zancel

Abaikan jika terdapat pesan berikut, klik OK



TAP-Windows 9.21.2 Setup x|

An error occurred installing the TAP device driver,

Setelah instalasi selesai seperti gambar berikut, klik Finish

Opert/PN 2.4.0-1601 Setup _ |l x|

Completing the OpenVPN 2.4.0-1601
Setup Wizard

CpenyPh 2.4.0-1601 has been installed on wour computer,

Click. Finish ko close this wizard,

v Show Readme

| Finish |

3. Ekstrak file konfigurasi openvpn dengan Destination Folder
» C:\Program Files\OpenVPN : untuk windows 64bit
» C:\Program Files (x86)\OpenVPN : untuk windows 32bit



EWinRﬂR self-extracting archive = E

e Press Extract button to start extraction

¢ Use Browse button to select the destmation folder
from the folders tree. It can be also entered

s [fthe destmation folder does not exist, # will be
created automatically before extraction

Destination folder

| C:\Program Files,OpenyPH ﬂ

Extrackion pragress

Exctrack | Cancel |

Abaikan informasi jika ada file existing seperti gambar berikut, klik Yes to All :

Canfirm file replace ﬂ

The Following file already exists
configlREADME . txk

Wiould wou like to replace the existing file

340 bytes
modified on 19y/05/2017 14:59

with khis one?

340 bytes
modified on 230012017 15:21

Yes Yes to Al REename

Mo Mo ko all Cancel

Buka folder C:\Program Files\OpenVPN\config atau C:\Program Files (x86)\OpenVPN\config
untuk memastikan terdapat file ca-itb.crt dan itb-vista.ovpn

ol ca-itbuert
ith-wista.ovph

.| README.tt

Klik tombol Start menu dan ketik Openvpn GUI, klik kanan di icon program, pilih Run as
administrator
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Kemudian klik kanan di icon OpenVPN, klik Connect

Caonnect

Disconnect
Showy Status

Wiews Log
Edit Config y & O
Clear Saved Passwords

® O
Irnport file..,
Settings. 4 &£
Exit

Custormize..,

7. OpenVPN akan meminta anda memasukkan username & password INA, isi dengan username
& password yang valid dan masih berlaku, kemudian klik OK



'@ DpenWPM Connection (ith-wista) - ﬂ

Current State: Connecting

Fritay 19 15:12:48 2017 Opent/PH 2.4.0 »86_E4-wEd-mingw32 [S5L [OpenSSL]) [LE0] [LE4] [PRCST11] [AEA
Fri bay 13 15:12:438 2017 "Windows werzion 5.1 Pwindows 7] G4bit

Fri bay 19 15:12:48 2017 lbrany verzions: OpenSSL1.0.241 22 Sep 2016, 20 2.09

Fritay 19 15:12:48 2017 MAMNAGEMEMT: TCP Socket listening on [aF_IMET]127.0.0.1: 26340

Fritday 19151248 2017 N :
F:: M:ﬁ 199512-49 2017 M.i OpertfPM - User Authentication (ith-vista) 1 1.25240
Fribday 19151249 2017 Ma

Fribday 191512432007 M2 Jzemame:
Fritay 19151249 2017 Ma

Fritday 19151243 2007 MA  poocunrd: ||||-|||-|||-||

¥ Save pazszword

QK | Cancel |

Digconnect Reconnect Hide |

8. Tunggu beberapa saat untuk login ke system

'@ DpenWPM Connection (ith-wista) - O ﬂ

Current State: Connecting

Fribay 19151518 2017 WwWARMIMG: Mo zerver certificate verfication method has been enabled. See httpj
Fri bday 19151518 2017 TCRAJDF: Prezerving recently uzed remote address: [AF_INET]1EY.205.23.8: 44.

Fri bay 19 15:15:18 20017 Socket Buffers: B=[8192->8132] 5=[8192-»8152]

Fri May 19 15:15:18 2017 Attemptling to establizh TCP connection with [AF_IMET167.205.23.8: 443 [nonblo
Fribap 19 15:15:18 20017 MANAGEMEMNT: »STATE: 1495181718 TCP_COMMELT......

Fri bay 19151519 2017 TCP connection establizhed with [AF_INET]167.208.23.8:443

Fritday 191515192017 TCP_CLIENT link lacal: [hot bound]

Fribap 19 151519 20017 TCP_CLIEMT link remote: [AF_IMET[167. 205.23.8:443

Fribap 19 15:15:19 2001 7 MANAGEMEMNT: >STATE: 1495181719 WAIT ...

Fribap 19 15:15:20 200 7 MANAGEMENT: »STATE:149518172040UTH......

Fri bay 19 15:15:20 2007 TLS: Initial packet from [4F_IMET]167. 205.23.8:443, sid=e24balb3 Obd4dbcO

Fri bay 19 15:15:20 2017 WARMIMG: thiz configuration may cache pazswords in memory - use the auth-no
FriMap 13151520 20 7VERIFY OK: depth=1, C=ID, 5T=lawa Barat, L=Bandung, O=ITB, OU=DITSTI. C

Fri bay 19151520 2017 VERIFY 0K, depth=0, C=ID, ST=lawa Barat, L=Bandung, 0=|TEB, OU=DITSTI, C

Fri bMay 19151527 2017 WARMIMG: Ylink-mtu’ iz uged inconziztently, local="link-mtu 1544, remate="link-rmb.

Fri bay 19151527 2017 WARMIMG: tun-mbu’ iz uzed inconzistently, local="tun-mtu 15007, remote="tun-miu
Fribap 19 15:15:21 2007 Control Channel: TLS+1.2, cipher TLSw1/550Lv3 ECOHE-RSA-AESZ56-GCM-5H,

|Fri kay 19 151521 27 [vwpr.ith. ac.id] Peer Connection [nitiated with [4F_INETI1E7 2056.23.5:443 —

-

al | O

Dizconnect Reconnect Hide |

Hingga terdapat cloud box yang menyatakan anda sudah terhubung ke VPN ITB seperti
berikut di pojok kanan bawah layar desktop anda.

u. ith-vista is now connected. | | %
~ Assigned IPy 167.205.71.196







